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getsystem command, 78, 241
getuid command, 78–79
_GNU_SOURCE, 223–224
Golden Ticket attacks, 82–83
golden_ticket_create command, 83
Google Safe Browsing API, 149–153
Gophish, 108, 112–113

H
h2b (hex-to-binary) conversion, 181–182
Hack the Box online Active Directory course, 235 
Hak5, 139
handshakes, capturing and cracking, 135–136 
harvesting

credentials, 139–143
usernames and passwords, 113–116 

hashdump command, 241
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pass-the-hash technique, 74

payload.encoded function, 164
payloads, 8

developing custom, 101–104
encoding with MSFvenom, 94–96
launching stealthily, 98–99
sending malicious email, 110–112
viewing active lists of, 57

PEASS (Privilege Escalation Awesome Scripts 
Suite), 230

Penetration Testing Execution Standard 
(PTES), xxiv, 1

covert tests, 5
installing Kali, Metasploit, and 

Metasploitable, 5–6
overt tests, 4–5
phases of, 2–4
vulnerability scanners, 5

PercussiveElbow, 231
permissions, 220, 242
persistence, establishing, 85–88, 207–208
pfSense firewall, 234
phases of penetration testing, 2–4
phishing attacks, 109–113
ping command, 19
Piper, Scott, 29
pivoting, 25, 89
platform information, finding, 71
platform labels, module info sheet, 54
PMFs (protected management frames), 134
-Pn flag, Nmap port scanning, 19
policies, 220
polymorphic encoders, 96
PolyPack project, 97
POP-POP-RETN instruction pointer, 166, 169, 

192–198
porting exploits to Metasploit, 155–156

assembly language basics, 156
buffer overflows, 157–159

adding randomization, 163
configuring exploit definitions, 160–161

implementing features of  
Framework, 162

removing dummy shellcode, 164–166
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snmp_enum module, 31
snmp_login module, 31
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token impersonation, 80–82
traffic

sniffing with Metasploit, 138–139
viewing on targets, 84–85

Trivial File Transfer Protocol (TFTP), 168
Twitter, 122
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VirusTotal, 93, 95, 97–98, 102–103
Vulnerability and Exploit Database, 49–50
vulnerability scanning, 3, 35–36
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45–46
scanning in Metasploit, 46–48
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