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creating binaries with MSFvenom, 92–93
custom executable templates, 97–98
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evasion modules, 99–101
generating executables from Python files, 

104–105
launching payloads stealthily, 98–99
packing executables, 96–97

developer certificates, custom payloads with, 
101–104

dictionary attacks, 136
digest authentication, 76
dig tool, 18
dir command, 62
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squatting, 109–110
-sS flag, Nmap port scanning, 19–20
SSH keys, 86–88
ssh_login_pubkey module, 87
SSH (Secure Shell) server version, scanning for, 

29–30
ssh_version module, 29–30
stack cookies, 165–166
stand-alone binaries, creating with MSFvenom, 

92–93
stealthcopter, 231
steal_token PID command, 241
storage, cloud, 222–223
stored procedures, 174–175
Structured Exception Handler (SEH)
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